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Disclaimer

This document aims to assist non-government
organisations better prepare for a potential
human influenza pandemic in Australia.

It draws on a number of already published
sources in Australia and overseas and

is the result of community and government
consultation.

The Commonwealth accepts no responsibility
forthe accuracy or completeness of any
material contained in this publication and
recommends that users exercise their own
skill and care with respect to its use.

Additionally, the Commonwealth disclaims
all and any liability to any person in respect
of anything, and of the consequences of
anything, done or omitted to be done by any
such person in reliance, whether wholly or
partially, upon the whole or any part of the
contents of this publication.

Material in this publication is made
available on the understanding that the
Commonwealth is not providing professional
advice. Before relying on any of the material
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in this publication, readers should obtain
appropriate professional advice. Views and
recommendations of third parties, which
may also be included in this publication,

do not necessarily reflect the views of the
Commonwealth, orindicate a commitment to
a particular course of action.

The content of this document was

prepared based on information available in
December 2007 and new information may
become available over time. Readers are
advised to visit the Department of Families,
Housing, Community Services and Indigenous
Affairs website www.fahcsia.gov.au and

other relevant reference sources to ensure
they have access to the most up to date
information to remain well informed.

Organisations should refer to HB292-2006
Handbook A Practitioners guide to business
continuity management published by
Standards Australia (ISBN 0 7337 7472 5) for
more information.

This work is copyright. It may be reproduced in whole or in part for study or training
purposes subject to the inclusions of an acknowledgment of the source and no
commercial usage or sale. Reproduction for purposes other than those indicated

above, require the prior written permission from the Commonwealth available from the
Commonwealth Copyright Administration, Attorney-General’s Department. Requests and
inquiries concerning reproduction and rights should be addressed to the Commonwealth
Copyright Administration, Attorney-General’s Department, Robert Garran Offices,
National Circuit, Canberra ACT 2600 or posted at http://www.ag.gov.au/cca
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Introduction

This workbook has been developed to assist
you in preparing your organisation for a crisis,
such as a potential human influenza pandemic.
It provides some practical tools, templates and
information to assist you in thinking about and
developing your business continuity plan.

The workbook should be used in conjunction
with the resources in the ‘Being Prepared’ folder.
The resources will help you understand what

a human influenza pandemic is, the impact a
pandemic could have on your organisation and
the community, and how important it is to have
aplanin place to help your organisation manage
the crisis.

What is business continuity?

Business continuity is about identifying the risks
that might affect your organisation’s key activities
and developing strategies to reduce the impact of
those identified risks. It also includes developing
an action plan should the risk event occur so that
you can continue delivering your key services or
producing your key products.
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What is a crisis?

A crisis is an adverse event that is not part
of the usual operations of an organisation,
community or country. A crisis can result in:

e additional resource requirements (e.g.
people, equipment, finances) to manage the
event

e an organisation operating at different levels
of capability (with different levels of staff and
volunteer capacity)

e changes in the demand for services that are
offered to the community

e use of alternative working conditions or
financial means to continue to provide
services.

Crisis, risk and business continuity planning
will all help ensure your organisation is capable
of managing and responding to different
demands during a pandemic.

Your organisation needs to plan how to
continue operations (or when to stop or scale
back ‘non-essential’ services) and how to
support the response and recovery activities of
individuals, communities and other businesses
that are crucial to your operations.

Your plans and actions will become critically
important during a pandemic as community
members may rely on your services for their
recovery.

Building resilience through
business continuity and
pandemic planning

Governments all around the world have
been investing significantly in planning for a
response to an influenza pandemic. History
supports the fact that it is ‘more likely than
not’ that a pandemic will occur. Although
itis difficult to predict the full extent of the
impact of a pandemic (or when and where it
may occur), it is a certainty that the more time
and thought invested in the preparation for
a pandemic will ensure a more effective and
stronger recovery.

Why plan NOW for a
pandemic? “So what does it
mean to me?”

Every organisation will benefit from a business
continuity plan to improve its organisational
and community resilience to adverse events
such as natural disasters, terrorist threats,
human error, product recall or an influenza
pandemic. A business continuity plan provides
you an opportunity not only to plan for,
respond to, and recover from specific events,
but to develop more robust operational
processes to improve your overall business
operations and processes.

It is important to acknowledge that effective
business continuity planning is not just about
crises, but can also be about recognising the
smaller day-to-day risks that your organisation
faces.

By taking the time to assess what key services
your organisation delivers, you might find you
can improve your everyday management and

achieve stronger outcomes for the community.

No one can plan fully for a crisis. However,
through risk and business continuity planning,
you can develop plans for events that could
affect the viability of your operations.

To ensure you are prepared to meet the
challenge of a pandemic, it is vital that you
plan and prepare in advance for such an event.
You may not have staff or volunteers during a
pandemic to do this work, so the more you do
now the less you will have to do in a crisis.

Developing a business continuity plan now will
help you and your organisation, if a pandemic
does occur, and will also assist you in the
recovery phase.



Seven key steps in planning

Seven steps towards business continuity and organisational resilience

When your organisation is preparing for a crisis, there are a number of common questions and
actions that should be considered, regardless of the type of event. The following flow chart and
steps detail the processes an organisation might follow in developing a business continuity plan to
improve organisational resilience.
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STEP 1 — Understanding your organisation’s business

Step 1
Understand your
organisation’s business

Identify the risks

Minimise the impact of
the risks

Identify response actions
if risks occur

Consider what

it means to your
organisation and
clients if your
services were no
longer available.

A flood has
occurred and
your building is
inaccessible, all
IT services are
unavailable for a
period of 5 days?
What/who would
you rely on to fill
the gaps?

Step 1—Understand your organisation’s business

The objective of this step is to identify your key business

Testand review

your plan activities/services.
Using the Step 1 template:
gommunicateyouripian e List (in order of priority) your organisation’s key internal/external

business activities/services

. ¢ |dentify whetherthese are essential services
Prepare and implement

an action plan

e What your organisation depends on, in order to undertake these
activities.

Key business activities/services

Your organisation may provide a range of business activities/services — key activities/services are
those that you spend the most time or resources on and that contribute the most towards meeting
your overall objective (e.g. home delivery of meals or your payroll).

Rank your key business activities/services in order of priority.

Things to consider:
e Priority should be assessed in terms of ability to meet your organisation’s key objectives

e The priority of activities may differ at various times during the year.

Essential and non-essential activities/services

e Distinguish between essential and non-essential activities/services during a pandemic or other
crisis. For example, essential services might include provision of food to vulnerable people, while
non-essential services might include social outings.

Question (example) Yes No

a. Is the individual, family, group or community likely to be vulnerable in /
the event of an influenza pandemic?

b. Will they be at significant risk if the service or infrastructure is /
not provided?

c. Is there any alternative to provide the service? ‘/

= Essential Service

If you answer yes to (@), yes to (b) and no to (c), the service or social/community infrastructure is
likely to be essential.

If you answer yes to (c), then the service may be non-essential (for your organisation) as the
activity/service can be provided elsewhere or can be met in another way.

If your organisation provides essential services it is important that plans are established to continue
these services and the operation of your organisation.

Identify what support your essential business activities/services depend on

e Consider key equipment, transport, IT systems, volunteers, and communications

e Consider circumstances that may require an increase, decrease or adaptation of services
(e.g. Internally—number of skilled staff, access to your IT systems, authority for decisions and

access to finances, purchase of stores. Externally—availability of service contracts, access to
facilities and venues, purchase of medical supplies).



STEP 1 — Understand your organisation’s business
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STEP 2 - Identify the risks

Understand your
organisation’s business

Step 2
Identify the risks

Minimise the impact of
therisks

Identify response actions
if risks occur

The impacts of

a risk event can
have a cumulative
effect on your
organisation—are
you prepared

for this?

Step 2—Identify the risks

The objective of this step is to identify risks that might impact on your
Tes;suﬂfpieavniew organisation’s ability to meet its key objectives (in the event of an

influenza pandemic).

Using the Step 2 template:

Communicate your plan

e [dentify risks
e The impacts they may have on your organisation

Prepare and implement ¢ The likelihood of their occurrence

an action plan

e Rank the risks in order of priority.

Things to consider:

e Key source of risks (e.g. personnel, economic, financial, commercial/legal, IT, Occupational Health
& Safety, business interruption, security, fire, flood, storms, product recall, sabotage, terrorism,
explosion, vehicle accident, etc)

¢ In a pandemic, consider what may happen in the community in terms of increased demand on
your services, decreased workforce, reduced availability of childcare, transport etc

e Considerthe implications of not delivering essential services or losing supplier services and
support (during a pandemic) and the effects on your organisation

e Consider how limited funds may affect your operations

¢ Does the organisation have cash reserves (e.g. access to money could become problematic if
credit facilities are limited)?

¢ What arrangements do you have in place to protect staff from becomingill, or offer services
through new channels (e.g. face to face counselling replaced by phone counselling)?

Impact on your organisation

¢ Analyse the impacts of a pandemic on your organisation. What areas would be affected first? How
severe would the effects be?

e What impacts will the risk events (e.g. absenteeism) have on your organisation, if they do occur?

o Will they also affect others in the community—your suppliers, your customers/clients, other
community organisations? If so who will be affected and how (e.g. an inability to deliver a service
may lead to increased pressure on other community organisations)?

Likelihood of occurrence
e How likely is it that the risks will occur (e.g. high, medium, low)?
¢ What could happen, when, how and where could a risk occur?

Rate in order of priority

Rate your risks in order of priority from highest to lowest (e.g. 1, 2, 3, etc), taking into account the
impact it would have on your organisation. The order of priority is likely to change as the impact (of
the risk) increases or decreases.

Risk Management

Risk management is about identifying potential risks to your organisation and assessing their
likelihood and consequences. All organisations including non-government organisations
should include risk management as part of their planning cycle. There are many models of risk
management available and most follow the Australia/New Zealand Standard AS/NZ4360:2006.
You can find more information at www.standards.org.au



STEP 2 - Identify the risks

"SYSU
anlf doy anoA Ajuapy

¢MOJ Jo wnipaul ‘YbiH

‘pajdaffp aq
Apw Joyj saruapuadapaaiui Aub buipnpui (1n220
01 alam 1 J1) ysu ayp Jo pobduwi ajqissod ayy 9qLiosaq

‘(12 11J0 ssoj {Jpis Jo wisiaajuasqp *6°3) saijAD
/Sa2INIBS SSauIsNq A3y S} 3w 0] AJjiqp s,uonbsiubbIo 1noA apaduul
Apwi 1oy sysi ay3 Afiuapi “Onwapupd bzuanyjur ub Jo Juana ayj uj

1V IdW3IL S3sU 8yl Ajuap|—g dals




STEP 3 — Minimise the impact of the risk

Understand your
organisation’s business

Identify the risks

Step 3
Minimise the impact of
the risks

Identify response actions
if risks occur

What would you do
if your organisation
had no transport,
water or power?

Most people
have a spare set
of house keys
(just in case). Can
you say the same
for the workplace
i.e. does more than
one person have
access to critical
information,
keys, safe codes
and files?

Step 3—Minimise the impact of the risks

The objective of this step is to identify what actions you can take to
reduce the risks and theirimpacts before the event occurs.

Testand review
your plan

Using the Step 3 template:
e Listthe prioritised risks identified in Step 2

Communicate your plan

e [dentify what actions/treatments your organisation can take to
minimise the impact of the risk before the event occurs

Prepare and implement °
an action plan

Identify what key documents/resources you require and who’s
responsible.

Action/Treatment

When considering the risks and impacts identified and prioritised:
¢ Analyse the degree of control you have over theirimpact

e Consider stakeholder needs

e |dentify the acceptable levels of risk

e Canyou put arrangements in place to reduce the impact on people, facilities, telecommunications
and information systems before the risk event occurs (e.g. if the risk is loss of critical information
[due to fire], you could store key documents in a fire proof safe. If the risk is bad publicity you
could put a communication plan and media spokesperson in place; or if the risk is loss of facilities
you can plan for an alternative location)?

When

¢ Consider putting plans in place to minimise the impact of risks in advance of any occurring
(e.g. high absenteeism due to influenza is a ‘risk’ which may lead to an inability to deliver
services, which is an ‘impact’) This is more likely to occur in the winter months so you want to
minimise the impact by increasing casual staff/volunteers during the winter months as well as
providing the flu injection

e Considerthe appropriate time to activate various plans for minimising the impacts of risks.

Supporting documents/resources

e What documents do you need and where are they kept?
e Who has access to them?

e |s there a hardcopy, if so, where is it kept?

¢ Are documents up to date and checked regularly?

Who’s responsible?

The delivery of services may rely on other organisations or individuals

¢ Who is responsible for what tasks?

e Who is the back-up person?

e Who needs to be informed and what effect will your action have on other service areas?
e Aphone list can be a useful tool to have ready.

Things to consider:

¢ Updating sick, personal and carers’ leave policies so employees know their entitlements during a
pandemic

e Enhancing IT capability may provide potential for employees to work from different locations and
at flexible times. What would the impacts be if these key support mechanisms were not available
for a period of time?

e Planning fora sudden 30 to 50 per cent reduction in your staff or volunteers? In a pandemic you
should plan for staff absences due to personal and/or family illness, quarantine, government,
school, business and public transportation closures.



STEP 3 — Minimise the impact of the risk
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STEP 4 - Identify response actions if risks occur

Understand your
organisation’s business

Identify the risks

Minimise the impact of
therisks

Step 4
Identify response actions
if risks occur

Flight or fight,
there’s always a
choice—are you

ready to respond?

A stone thrown in
water causes many
ripples—how will
your response
impact the
organisation?

How quickly
can you obtain
replacement/
additional
resources, staff
or finances?
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Step 4—Identify response actions if risks occur

The objective of this step is to identify response actions your
organisation can take if the risk event occurs.

Testand review
your plan

Using the Step 4 template:
_ e Listthe prioritised risks identified in Step 2
Communicate your plan

e [dentify what actions/treatments your organisation can take if the
risk event occurs

Prepare and implement °
an action plan

Identify what key documents/resources you require and who’s
responsible.

Action/treatment

e How would you respond immediately?

e What activities could you put on hold?

e Could you gain assistance from other community organisations or could you help them?

e |fthe organisation is not an essential service provider consider at what point it would be
appropriate to scale back activities or to temporarily close

e Plan to stay open if providing essential services

e |fremaining open business continuity planning might also include considering risks to employees
and volunteers and your duty of care as an employer.

When

¢ What would you need to do within the first hours, day, week, or month?

Supporting documents/resources
e What resources are required for the treatments of risk?
e Document your plan and procedures to ensure those available know what to do

¢ Do you have a communication strategy ready?

Who’s responsible?

e Who is responsible for what tasks?

Things to consider:

e Modify activities to limit the spread of an influenza pandemic and communicate your new policies
(e.g. avoid contact with sick people, stay home if you have flu symptoms and increase hygiene
practices in the workplace such as washing hands, covering mouth when coughing etc)

¢ Ensure supplies of tissues, gloves, masks, soap or alcohol cleansers and hands-free disposal
bins are available

e Restrict gatherings in staff rooms, stagger shifts, or conduct meetings via teleconferencing rather
than face to face

e Increase hygiene and OH&S practices for staff delivering services outside the organisation and
those with public contact

¢ Monitor the media for health and emergency advice.



STEP 4 — Identify response actions if risks occur
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STEP 5 — Action plan

Step 1
Understand your
organisation’s business

Step 2
Identify the risks

Step 3
Minimise the impact of
therisks

Step 4
Identify response actions
if risks occur

Think about
ongoing ownership
and relevance of
the plan

How will you
ensure your plan
is used and not
forgotten? i.e. can
it be accessed
quickly and readily
by the people that
need to use it?

12

Step 5—Prepare and implement an action plan

The objective of this step is to start preparing and implementing

Step 7
Tes;;zlrdprlea\gew an action plan, using the information already identified in the
previous steps.
Step 6 Using the Step 5 template:

Communicate your plan

e Begin consolidating your plan.

Step 5
Prepare and implement
an action plan

Organisation Details

Fill in your organisation’s details.

Key Response Team—Contacts and Roles

e Gain support from the Board/Executive and identify who in the organisation will be in the
response team

e Set up team, contact details and list their responsibilities and back-up support.

External contact details

Identify all external contacts/stakeholders your organisation deals with and ensure their contact
details are up to date.

Team procedures

This template will help you prepare and implement your plan based on the information you have
identified in Steps 3 and 4. Consider breaking your plan into groups/teams and have a template for
each team. The team procedure identifies the action required, responsibility and the supporting
documents and resources.



Step 5—Action plan TEMPLATE

Organisation Details

Organisation Name

Address

Location (Street
Directory Reference)

Telephone Number

Facsimile Number

Email Address

Key Response Team—Contacts and Roles

13
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STEP 5 — Action plan

14

Step 5—TEMPLATE continued

External Contact Details

Police

Fire

Ambulance

Insurance Company

Contractors

Suppliers

Key Staff

Volunteers

Building Owners/Leasee




STEP 5 — Action plan
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STEP 6 — Communicate your plan

Step 1
Understand your
organisation’s business

Step 2
Identify the risks

Step 3
Minimise the impact of
therisks

Step 4
Identify response actions
if risks occur

Chinese whispers
are fine—at
birthday parties
but how can you
communicate your
plan to ensure
that staff clearly
understand

their roles and
responsibilities?

Do your Board and
staff understand
why planning is
important?

16

Step 6—Communicate your plan

The objective of this step is to ensure your organisation informs staff,
volunteers and clients of your plan, including actions and policies.

Step 7
Testand review
your plan

Using the Step 6 template:

Step 6 °
Communicate your plan

Step 5
Prepare and implement
an action plan

Detail your communication plan for staff and volunteers and
others who would benefit from knowing.

Things to consider:
e Tell your staff and customers/clients you have a plan

e How and when would you communicate the details of the plan to staff and volunteers and others
who would benefit from knowing

e Ensure all communications about pandemic preparedness are appropriate for your employees,
volunteers and clients so they can understand the arrangements. Identify those with special
needs and address their requirements in preparedness planning

¢ Consider the physical location of plans, contact lists and key documents and ensure access is not
restricted (within the boundaries of privacy limitations)

e Collaborate with other organisations and share learnings from developing pandemic
continuity plans

e Consider assigning a point of contact with local and/or state and territory emergency, health and
insurance agencies to maximise understanding and communication about other plans and what
can be provided during a pandemic

e |f other organisations depend on your functions or services, engage them in the plan

e Consult and provide feedback regularly to address any concerns of your staff or volunteers.



STEP 6 — Communicate your plan
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STEP 7 — Test and review your plan

Step 1
Understand your
organisation’s business

Step 2
Identify the risks

Step 3
Minimise the impact of
therisks

Step 4
Identify response actions
if risks occur

The proof of the
pudding is in the
eating. How will
you ensure the
relevance of
your plan?

Who will authorise
any changes?

18

Step 7—Test and review your plan

The objective of this step is to put arrangements in place to test

Step 7
Tes;::r“p’lz‘:ew and review the plan on a regular basis to ensure it remains current
and relevant.
Step 6 Using the Step 7 template:

Communicate your plan

e Assess whether your organisation has appropriate plans and

procedures in place to respond in a pandemic
Step 5
Prepare and implement ¢ [dentify what further steps may need to be taken.

an action plan

Test the plan
Testing your plan will help identify if you have overlooked anything in your planning. It will also let
you know if your action plan is practical and will help ensure your staff are aware of their roles.

e Ensure staff understand the risks and treatments.

Things to consider:
e Are risk treatments effective in minimising the risk?
¢ Do staff know what your plan is should a risk event occur?

e |farisk event occurred would your plan ensure your business can continue operations?

Review

It is important plans are regularly reviewed including updating contact lists:

¢ How often do you need to review your plan (e.g. every 6 or 12 months)?

e |fyour services and external environment do not often change, you need to review your business
continuity arrangements less frequently. If you operate in a changing environment you might need
to review this more frequently

e Have your organisation’s key activities changed?

e Review your environment to see if there are any new or emerging risks or if there are any new ways
to reduce the impact of existing risks (e.g. new software developed to protect your IT system).



Step 7—Test and review your plan TEMPLATE

Business Continuity Planning Checklist

Question

Yes

No

Do you know what the most critical functions and services of your organisation are?

If yes, have these functions been documented?

Do you know what impact a pandemic might have on your organisation and services?

If yes, have these impacts been documented?

Do you know who the key people are in your organisation and their roles?

Ifyes, have they been documented?

Do you know what key skills are required to continue the delivery of your key services?

If yes, have they been documented?

Are you aware of the contribution made to your organisation by volunteers?

Ifyes, is it documented?

Do you know how long you can continue to operate with limited staff and limited or no volunteers?

If yes, has this been documented?

Do you know what specialist information technology and/or equipment is required for operation?

Ifyes, has this been listed?

Do you know which supplier organisations or contractors are necessary foryou to continue
to operate?

If yes, are there alternative options available?

Have you seen their plans to ensure they will still be able to provide products/services to you?

Do your employees know what to do in a pandemic?

Have you developed social distancing policies? Are staff aware of pandemic hygiene and social
distancing practices?

Have you rehearsed measures that support social distancing i.e. testing technology for employees to
work from home, establishing teleconferencing facilities etc?

Do you have the contact details for your employees, volunteers, suppliers, insurers and contractors if
you need them in an emergency?

Is this information stored in more than one place?

Does your location or neighbouring organisations increase your risk (e.g. do you have a reception
desk that is open to the public)?

Do you have supplies of masks, gloves, detergents, alcohol wipes etc?

Do you have cash reserves?

Would staff/volunteers be able to assume different roles to ensure the delivery of services if required
(e.g. have staff been cross trained)?

Do staff members share in key organisational information or is it accessible (e.g. can several people
access keys, passes, safe combinations) if access is required in an emergency?

If you answered “No” to any of these questions, you should consider developing or expanding plans
that can assist you to manage an unscheduled event.

If you answered “Yes” to any of these questions, you should still remember to review and update
these plans.
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CONCLUSION
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Conclusion

This workbook aims to provide you with a practical and valuable start in preparing your organisation
fora crisis, such as a potential human influenza pandemic. The tools, templates and information
should assist you in understanding the impact a pandemic could have on your organisation and

the community, and how important it is to start thinking now and developing your organisation’s
pandemic plan.

If you have any further questions or would like any additional information please email
piinfo@fahcsia.gov.au
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